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ICAO Annex 17 &£ 0F

Safeguarding International Civil Aviation Against Acts of Unlawful
Interference(= & 7t (oll) HZFE = 272t &S EZ, 11™ Edition, Mar 2020)

Acts of unlawful interference. These are acts or attempted acts such as to jeopardize
the safety of civil aviation, including but not limited to:

unlawful seizure of aircraft,(# Haox &37| 1% 5)
destruction of an aircraft in service, (g Hzox &37| ot&3)
hostage-taking on board aircraft or on aerodromes,? 2S5 7| L EE= S 20| A Q1 E?
forcible intrusion on board an aircraft, at an airport or on the premises of an aeronautical
facility, (& &so= o
introduction on board an aircraft or at an airport of a weapon or hazardous device or
material intended for criminal purposes, (& M= &37| Q&2 £ z)
use of an aircraft in service for the purpose of causing death, serious bodily injury, or
serious damage to property or the environment,(# ®39% &3 7| T2, Haox o3 7| A =,

a1z eSA|H mpEZ|)
communication of false information such as to jeopardize the safety of an aircraft in flight
or on the ground, of passengers, crew, ground personnel or the general public, at an
airport or on the premises of a civil aviation facility.(g flasz= 32 gy =)
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An individual on an aircraft in the special aircraft jurisdiction of the United States who, by

assaulting or intimidating a flight crew member or flight attendant of the aircraft, interferes
with the performance of the duties of the member or attendant or lessens the ability of the
shall be fined under title 18, imprisoned for not more than 20 years, or both. However, if a
dangerous weapon is used in assaulting or intimidating the member or attendant, the

member or attendant to perform those duties, or attempts or conspires to do such an act,
individual shall be imprisoned for any term of years or for life.

S Code §4650 Interterence with flight crew members and attendants
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S £ror 23 27 (Convention on Offences and Certain Other Acts Committed
on Board Aircraft : "= 389" ). k2 1963.9.14. R, 1969. 12. 4. £ F, 2023. 6. T XY 1877H= 7tY, t=
7

(1971. 5. 20.)
i)e37|2F 7|LHel QI Sl j Aol b MOl B i) 7|LH o] AAMLt &2 X

@ 37|19 2K AN E I3t & 2(Convention for the Suppression of Unlawful Seizure of Aircraft : "&{| 0] 11
ok g2 1970. 12. 6. 80| 1, 1

971. 10. 14. Y5, 2023. 6. T XY 18570 = 7+, $F=(1973. 1. 18.)

@ RIZHetEo| b of Ciot = H A |9
Against e Safety of Civil Aviation : "= E 2|
oixf 18870 = 7Y, Bh=(1973. 8. 2.)

2|t & 2F(Convention for the Suppression of Unlawful Acts

") @2 1971.9.23. EEE|S,1973.1.23. 27, 2023. 6.

Mo 1@
112
19 ju

@ SOl QHHOf| LD 2= 27het s =3
= ZHAH | AN E /Tt 2| M (Protocol for the suppression of Unlawful Acts of Violence at Airports
Serving International Civil Aviation, Supplementary to the Convention for the Suppression of Unlawful Acts Againste
Safety of Civil Aviation : "2 E 2|22 EZO|HAM"): HY 1988.2.24. ZEE[S, 1989. 8.6. LT, 2023. 6.
AT 17670 = 7HY, 2= (1990. 7. 27.)
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® 7tad ZQo| B X| £ 2l Al = X|of 25t B 2k(Convention on the Marking of Plastic Explosives for the

—_ 1
Purpose of Detection) : &2F2 1991. 1. ZE 2|2, 1998. 6. 21. &, 2023. 6. &1 X} 15670 = 7+Y, eH=(2002. 3. 3.)
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ICAD Annex 2 Rules of the Air

“The pilot-in-command of an aircraft shall have final authority as to the disposition of the
aircraft while in command.”

&S| 7182 X2lots S &S 7|2 Mol 2ot x|

KCAO Annex 17 Security

1S71 712l wetof tieh 2tg 8

FAAIACFR L1

Pilot in command means the person who: (1) Has final authority and responsibility for th

operation and safety of the flight;
71%E (1) Hl&el 2g X ot of CHot £|F Aotat Qo] UL,
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« Just walk out Technology

* Cars & Communication

d5o =

e What kind of Information will be hacked !

Page 4
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HEE YIEYT & OEY

- 0144 (Ethernet )
v [EEE 802.3

- A2 0|3 Sl (Cellular, Mobile Network)
v'2G (GSM), 3G (CDMA), 4G (LTE), 5G (5G NR, 5G-Advanced)

- 2M UIEYA(Wireless Network) 1
v802.1X

-Wi-Fi (IEEE 802.11)

-Bluetooth (IEEE 802.15.1) OIE{4l (Internet)
-ZigBee (IEEE 802.15.4) TCP/IP
-Beacon

371 JIW % X|g Hd

* In-Flight and Ground Connectivity

Engine / Health Monitoring
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* In-Flight and Ground Connectivity

ow are we being ?

CYBER THREATS
COMPUTER SYSTEM AND AIRCRAFTS




- 3719012 2ot 2

e

10
o
o
2

- BEA, OHY 9 A20| MOl 0IRE, WBTI010 AZA S}
VBN ot TY AN

- XIS0A S371
vHI0IE wet 2

It doesn’t work like

"‘ that. I’m in control.

Page 9

g3 Ko EO| WY} - AlOIH HHE

Q) soa=n Bloamberg
Cybarsacurity
'‘Anonymous' Joins Hacker Army
Targeting Central Banks for Cash

By Chiara Abanese, Danisie Lagado. and Gl Tumer
Mareh 17, 2017, 4:33 &M EDT

» Group shut down Greek Central Bank webslie lust year

» Settlement svstems, governisent agencles also belng targeted

e In 2008, a group of thicve
[ (£ ceniral bak the old-fashi

e $700,000 3 from Russia's
A wy: they infiltrated o

W Tt piosesilng centir, handeuffed a gl snd imde off with the
i Fue cash ﬁe‘
@e Sh“t dOW“ a

These d 1o

Sy

alaw oo Tt
secald : e .The,.
3 g;erstaxsca“ Guardian
» m,‘atﬂﬁoﬂdtﬁl‘“'mk News Opinion Sport Culture Lifestyle (=)
uroversy  cement
gamage n 8800

vA®.

Emiorment » Clmate changs #Mie Sngy Fubiton

Eanissdons wading

@ Thon artichs s raore than 3 yeers ole

Hackers shut down EU carbon-trading
website

Hackers hijacked Faarope's carbos-truding welste smd
replaend it with spoaf page detsiling flavs in esp and trade
scheme

Page 10
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Page 11

COMPUTERWORLD

655 sounds alarm on hacking of passenger jets, air
traffic control

Government report says the FAA needs to do more to ensure safety in the
skies

9000 Q@00

| o

G U.S. Warns Small Planes
Are Vulnerable to Hackers

By MAMEAD MCARDLE

0000

= NATIONAL REVIEW
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AOIH 34 /8

» System Attacks (0S & Application Vulnerability)

* Network Attacks(Session hijacking, Man-in-the-middle, DoS, DDoS,... )

* Malicious Code & Malware © AR A0y 2% 39
v'Ransome, Ransomware,...

* Social engineering
v'Phishing, Smishing,...

« Zero-day Attack
v'Zero-Day Exploit

* AP T (Advanced Persistent Threat)

Page 13

371 A28 2 HIOlg S B9}

* Architecture

v Aircraft control &
. . Py
v'Airline domain sanlte

v'Passenger domain

Cellular, Wi-Fi,
Bluetooth

-4z

Cockpit

EG

Cabin . Cabin _J

Cellnlar Wi-Fi,
Bluatooth

/_'—\_"‘\
Aircraft Control Aircraft Contral
System

I ARINC

Alrline domaln Airline Information
System

IARIN(
In-flight Entertainment
&
Communication System
/

d Modular A

USE interfaces..

Passenger domain

e o
3 Architectiire

Potential Threats

E==il

Air Traffic Control

Page 14
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231 A0IH Yot #™ - X &

XIS, B3I JIU(EFB, 4 S BE)|(Tab) HE IS

v WPA/WPA2 PEAP Cracking .
< Wi-Fi 3
v'DoS attack o 1
\hblas > Dosirak 4216023
A8 «
Doskrak_4216932
Qs )
PWFO320985
e T
aun PAGE RE0 BN A0l BE A el ] PIWFA030284
— o » KALHL8C84 -+ Schiphol_Business
rimt ooty N GATELINKS22 Schiphol Business_EAP
TEIED
Hei3 271 SITASEC
Page 15

231 Aot H2F $1& - EFB

- Electronic Flight Bag (EFB)2| &4 2 &3 At} &X|of 2t Ct2C}
. QTSR] 22 & U ER I AL (Public Wi-Fi)

- EFB 2 G A
v'Windows, Linux
v'Austrian Airlines, Lufthansa (Surface Pro 3)
v"American Airlines, Delta Airlines (Apple iPad)

TAKEOFF PERFORMANCE Next | |Back | [ 'Main
> < | | Menu

Page 16
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» Gathering Information(Email)

 Session hijacking, Man-in-the middle, Dictionary Attack
® SpOOfIng AttaCk Wctim- Access Point

* DoS Attack E& — ’éa
! /?7/1 \Q

Server

0 )
o)

/] e ¢ Honey Pot(Access Point)

’ (tepn)
e . R—

Page 17

ARl 8%} (Social engineering) - 5§

«WwWw.koreanair.com
v'gdHong@koreanair.com

www.flyasiana.com

-koreanairmail_noreply@koreanaircorp.com

Page 18
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A8l 28t (Social engineering) — OHZHIE

- TIS: ABO9QTH (/) HIOIK MKt AITIM XA
v AB09YT ZZAZAL MAHATIA A QST
v IZu: CLICK Ot AITIA At ot

ost go?

RESPONSE METHODS




HYHBS QA — |SO 27000s & FAA

SZM Information X g ozt
%Secunty
M H32SH

HeholJt

Page 21

vERE fIES HAIXI

vE3J1 A2 &8 2ZE0 EE

vE3J1 AIAEE dEAII= 201

va838J1 AAE CTEH 0|20 HMADH] #i0H 2E= FUS
AL20tl= A1t

/M OIEHOIA MHIA HE:

/@] AAEI HKASBLS IO 71710 28

/87| AIAE QIEHOIAN HMADH] I3 QEHE HEYT
oz 28

VOMM ma A|AHIO MHIA HE
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