


= &

% ICAO ISD-SEC =% 8l nFZHHME{(ASTC)
% ICAO AVSEC W FAHZIAF(WGT) 2N 3| o|ZAIE
(o]

+ Starter Pack (21X Q9Ql, QX3 HOLES]

<+ Measuring Effectiveness of AVSEC Training
+ ICAO sZ 23 A7Y

< Behavior Detection <1} A 7|




Aviation Security and

Facilitation

ISD-SEC

(Implementation
Support and
Development -
Security)

(Aviation Security
Policy)

(Aviation Security
Audit)

(Facilitation)




8 (1cA0 RECONNECTINGTHEWORLD = "™
i ok bt d.dnink

ICAO-certified AVSEC Instructors Cadre — by Reglon

Global
Female: 101 (27.5%)
Male: 266 (72.5%)

APAC
Female: 21 (35.6%)
Male: 38 (64.4%)
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For

Aviation Security Training Centre Network

NACC & SAM EURNAT ESAF & MID APAC
Bogota Almaty WACAF Amman Auckland
Buenos Aires Casablanca Dakar Beirut Hong Kong
Mexico City Doncaster Dar es Salaam Cairo Jakarta
Port of Spain Kyiv (2) Douala Dubai Kuala Lumpur
Quito Minsk Johannesburg Jeddah Kunming
Santo Domingo Moscow Lagos Manama  New Delhi

Toulouse Nairobi Seoul
Tunis Singapore




ICAO AVSEC L%’é—?—JE(WGT) Ol K|
HMI34Xt 52| o| AAS

% HOIE D} X| 2 B “The Starter Pack on Human Factors, Humé
Performance and Security Culture in AVSEC” 7t ALSH &0l

o1Z 22 : Principles which apply to design, certification, training, operatic
and maintenance and which seek safe interface between the human and
other system components by proper consideration to human performance

o/X W52 . Human capabilities and limitations which have an lmpact on
the safety, security and efficiency of aeronautical operations. ‘
Ao FSS == O/ X QA

@ Lack of communication and teamwork (2 Distraction

(3) Resource limitation and Fatigue (4) Stress and pressure

(& Complacency/Habituation (&) Lack of assertiveness

(7 Lack of knowledge and awareness (8) Norms — organizational ¢



gSEe s 2} "It : Kirkpatrick 23
(Measuring the Effectiveness of Aviation Security Training)

RESULTS
(Level 4)

SATISFACTION
(Level 1)

RETURN ON ]
INVESTMENT
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ICAO AVSEC Training Materials

7 AVSEC Training Package (ASTP) Courses:

ICAO Behaviour Detection Course

= Air Cargo and Mail Security * 15 - 13 May 3023
Lviation Sacurny Training Canier Seoul Fepublc of Lorea
iF =) “.i]::

= Airport Security Supervisors *
= AVSEC Managers *

=  AVSEC National Inspectors

=  AVSEC National Instructors

= Basic — being updated

=  Behavior Detection Course *

(new addition in 2023)

*Also available in virtual format
hffosdwww icgo intSecunbwisd/ Traininghackagesinades/dafaulf asox
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ICAO AVSEC Training Materlals

9 Workshops:
= Ajrport Security Programme *
=  Crisis Management *
= |nsider Risk
= National Aviation Security Certification System
= NCASP
= NCASTP
= NCASQCP*
=  Risk Management *
= Security Culture *

* Also available in virtual format

Securnity Culture Woarkshop,
plloted by ASTC Hong Kong in June 2021



“Security is everyone’s

responsibility”




SECURITY CULTURE

2t (Positive Work Environment)

-0

=
2 & (Training)

2| & (Leadership)

21 o] ciet 0|8l (Understanding the Threat)
A o] ciet BAZ (vigilance)

H 11 A ARl (Reporting System)

At {8 Z=X| (Incident Response)

‘dH HOt (Information Security)

211d "7} (Measures of Effectieness)
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- ICAO Security Culture Website

https://www.icao.int/Security/Security-Culture/Pages/default.aspx \

Useful » ICAO Best Practices & Guidance \

i f t' https://www.icao.int/Security/Security-Culture/Pages/Best-practices.aspx “\\
Information » ICAO Security Culture Self-Assessment Tool

https://www.icao.int/Security/Security-Culture/Pages/State-self-assessg

» FAQs on Security Culture

https://www.icao.int/Security/Security-Culture/Pages/FAQs.asp
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(Behaviour Detection)




ICAO ANNEX 17 HZEA] O/ & 4.1.4 2 OIZ A &t
& &5 (Anomalous) =54 OIX] : A12/F, A, B (Signs) &

4.1.4 A I 2 OLE A Bf4] (Practices) 2 Z Xf(Procedures)
> WZEIX B8 Zotof==F A

ICAO Doc8973
11.5.6 A S EXE S5t 25 I/

11.5.6.4 A ZEAX ZZ T2
= 21 8ol ol 7] EFX[(Detecting), EfE(Deterrring), & EN(Disrupting) )
> Plztets 7/ef Zf4° 4

> A ZEA] : AFE (Individuals) 28/ 221, &2 AY - 2/ olf Z&(Prohibited items)
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= B ALOJA] BIO/HF B &2 Absence of the Normal)
= HIZAHE 9l B2 Presence of the Abnormal)

o HMAFE yo H| K AFK e

K/

» S EFX| Baseline 4™
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o 2EG|A QX[ (Identifying Stress)

oNF, AtS] & HfE, 1&EE B

<+ Body Language (Examples)

>

>

>

= grF oz 3 e/ &E[7/(Open hand palms)
gfol etEZ = 7fE[7[= Z-2(Feet pointing in a certain direction}_

Ato] BZHof BofE ££ Z-2(Placing a bag or object between

GX|E1EHS A E EBS 7 Z-2(Arms folded with thun
ol U MulZ =X




A3 5 X| THA{(Signs)

“tA| (Suspicious Signs)

M (Critical Signs)




o SE7|Ht BOLETL . RBSA (Risk Based Security Assessment)

[First Impression : 2147t (72X O|LY) ]

v Absence of Normal (What is Normal? — Baseline)
v Presence of Abnormal

[Second Impression : 2 & % F7} 2ol J

v Neutral conversation ® Targeted Question
v Document/Baggage Check
v Critical Signs

Assessment : H7}

& F7IH BHOEXX| : Additional Security Measurement



